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SYSTEM AND METHOD FOR MANAGING 
DATA DEDUPLICATION OF STORAGE 
SYSTEMS UTILIZING PERSISTENT 
CONSISTENCY POINT IMAGES 

RELATED APPLICATION 

The present invention is a continuation of US. patent 
application Ser. No. 11/478,272, ?led on Jun. 29, 2006, 
entitled SYSTEM AND METHOD FOR MANAGING 
DATA DEDUPLICATION OF STORAGE SYSTEMS UTI 
LIZING PERSISTENT CONSISTENCY POINT IMAGES, 
by Daniel Ting et al., now issued as US. Pat. No. 7,912,077 
on Apr. 4, 2011, which is hereby incorporated by reference. 

FIELD OF THE INVENTION 

The present invention relates to the removal of duplicate 
data and, more particularly, to managing the removal of dupli 
cate data in storage systems utilizing persistent consistency 
point images. 

BACKGROUND OF THE INVENTION 

A storage system typically comprises one or more storage 
devices into which information may be entered, and from 
which information may be obtained, as desired. The storage 
system includes a storage operating system that functionally 
organizes the system by, inter alia, invoking storage opera 
tions in support of a storage service implemented by the 
system. The storage system may be implemented in accor 
dance with a variety of storage architectures including, but 
not limited to, a network-attached storage environment, a 
storage area network and a disk assembly directly attached to 
a client or host computer. The storage devices are typically 
disk drives organized as a disk array, wherein the term “disk” 
commonly describes a self-contained rotating magnetic 
media storage device. The term disk in this context is synony 
mous with hard disk drive (HDD) or direct access storage 
device (DASD). 

Storage of information on the disk array is preferably 
implemented as one or more storage “volumes” of physical 
disks, de?ning an overall logical arrangement of disk space. 
The disks within a volume are typically organized as one or 
more groups, wherein each group may be operated as a 
Redundant Array of Independent (or Inexpensive) Disks 
(RAID). Most RAID implementations enhance the reliabil 
ity/integrity of data storage through the redundant writing of 
data “stripes” across a given number of physical disks in the 
RAID group, and the appropriate storing of redundant infor 
mation (parity) with respect to the striped data. The physical 
disks of each RAID group may include disks con?gured to 
store striped data (i.e., data disks) and disks con?gured to 
store parity for the data (i.e., parity disks). The parity may 
thereafter be retrieved to enable recovery of data is lost when 
a disk fails. The term “RAID” and its various implementa 
tions are well-known and disclosed inA Case for Redundant 
Arrays of Inexpensive Disks (RAID), by D. A. Patterson, G. 
A. Gibson and R. H. Katz, Proceedings of the International 
Conference on Management of Data (SIGMOD), June 1988. 

The storage operating system of the storage system may 
implement a high-level module, such as a ?le system, to 
logically organize the information stored on the disks as a 
hierarchical structure of data containers, such as directories, 
?les and blocks. For example, each “on-disk” ?le may be 
implemented as set of data structures, i.e., disk blocks, con 
?gured to store information, such as the actual data for the 
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2 
?le. These data blocks are organized within a volume block 
number (vbn) space that is maintained by the ?le system. The 
?le system may also assign each data block in the ?le a 
corresponding “?le offset” or ?le block number (fbn). The ?le 
system typically assigns sequences of fbns on a per-?le basis, 
whereas vbns are assigned over a larger volume address 
space. The ?le system organizes the data blocks within the 
vbn space as a “logical volume”; each logical volume may be, 
although is not necessarily, associated with its own ?le sys 
tem. The ?le system typically consists of a contiguous range 
of vbns from zero to n, for a ?le system of size n+1 blocks. 
A known type of ?le system is a write-anywhere ?le system 

that does not overwrite data on disks. If a data block is 
retrieved (read) from disk into a memory of the storage sys 
tem and “dirtied” (i.e., updated or modi?ed) with new data, 
the data block is thereafter stored (written) to a new location 
on disk to optimize write performance. A write-anywhere ?le 
system may initially assume an optimal layout such that the 
data is substantially contiguously arranged on disks. The 
optimal disk layout results in ef?cient access operations, par 
ticularly for sequential read operations, directed to the disks. 
An example of a write-anywhere ?le system that is con?gured 
to operate on a storage system is the Write Anywhere File 
Layout (WAFL®) ?le system available from Network Appli 
ance, Inc., Sunnyvale, Calif. 
The storage system may be con?gured to operate accord 

ing to a client/ server model of information delivery to thereby 
allow many clients to access the directories, is ?les and blocks 
stored on the system. In this model, the client may comprise 
an application, such as a database application, executing on a 
computer that “connects” to the storage system over a com 
puter network, such as a point-to-point link, shared local area 
network, wide area network or virtual private network imple 
mented over a public network, such as the Internet. Each 
client may request the services of the ?le system by issuing 
?le system protocol messages (in the form of packets) to the 
storage system over the network. By supporting a plurality of 
?le system protocols, such as the conventional Common 
Internet File System (CIFS) and the Network File System 
(N FS) protocols, the utility of the storage system is enhanced. 

Certain known examples of ?le systems are capable of 
generating a snapshot of the ?le system or a portion thereof. 
Snapshots and the snapshotting procedure are further 
described in US. Pat. No. 5,819,292 entitled METHOD FOR 
MAINTAINING CONSISTENT STATES OF A FILE SYS 
TEM AND FOR CREATING USER-ACCESSIBLE READ 
ONLY COPIES OF A FILE SYSTEM by David Hitz et al, 
issued Oct. 6, 1998, which is hereby incorporated by refer 
ence as though fully set forth herein. “Snapshot” is a trade 
mark of Network Appliance, Inc. It is used for purposes of this 
patent to designate a persistent consistency point (CP) image 
(PCPI).A PCPI is a read-only, point-in-time representation of 
the storage system, and more particularly, of the active ?le 
system, stored on a storage device (e.g., on disk) or in other 
persistent memory and having a name or other unique iden 
ti?er that distinguishes it from other PCPIs taken at other 
points in time. A PCPI can also include other information 
(metadata) about the active ?le system at the particular point 
in time for which the image is taken. The terms “PCPI” and 
“snapshot” shall be used interchangeably through out this 
patent without derogation of Network Appliance’s trademark 
rights. 

PCPIs can be utilized as a form of backups for an active ?le 
system. To provide for improved data retrieval and restora 
tion, PCPIs should be copied to another ?le system different 
than the volume or ?le system on which the PCPI was gen 
erated. In one known example, a backup storage system is 
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utilized to store PCPIs and manage a collection of PCPIs 
according to a user de?ned set of options. Backup storage 
systems are described is in further detail in US. Pat. No. 
7,475,098, issued on Jan. 6, 2009, entitled SYSTEM AND 
METHOD FOR MANAGING A PLURALITY OF SNAP 
SHOTS, by Hugo Patterson et al., which is hereby incorpo 
rated by reference. 

In environments utilizing PCPIs as a form of backup, often 
times the same data may be stored in multiple locations on the 
backup storage system. This may occur when, for example, a 
single data container contains a plurality of sections that 
contain the same data or when multiple data containers within 
a volume or other collections of data (i.e., data collection) 
contain the same data. Known techniques for reducing the 
amount of duplicate data may be utilized in a storage system 
to reduce the number of duplicate data blocks in, e.g., the 
active ?le system. However, in backup storage system envi 
ronments where PCPIs are utilized, long term retention of the 
PCPIs may limit the effectiveness of conventional data dedu 
plication techniques, primarily because the bene?t of a data 
deduplication procedure, i.e., a reduction in the number of 
duplicate data blocks being stored, typically requires modi 
?cations to various data pointers within the data collection. 
As a PCPI is read only, the blocks in the PCPI remain 
“locked” (and thus not subject to deduplication) until the 
PCPI is deleted. In a non-backup storage system, PCPIs are 
typically deleted after a few days, so the long term PCPI 
retention limitation is minimized. 

SUMMARY OF THE INVENTION 

The present invention overcomes the disadvantages of the 
prior art by providing a system and method for managing data 
deduplication on a storage system utilizing one or more per 
sistent consistency point images (PCPIs). Speci?cally, in a 
backup storage system utilizing PCPIs as a form of backup, a 
backup management module is con?gured to interface with a 
data deduplication module to implement data deduplication 
for one or more data collections e.g., volumes or ?le systems, 
within the backup storage system. In operation, the backup 
management module receives a transfer request from a source 
storage system (“source”) and begins accepting transfers of 
the data collections from the source to a destination volume 
on the backup storage system. Once the last data transfer 
completes, the backup management module, in cooperation 
with a ?le system, generates a ?rst PCPI of the destination 
volume. The backup management module then performs cer 
tain cleanup operations of temporary ?les generated during 
the course of the data transfers before generating a second 
PCPI of the destination volume. The backup management 
module then generates a third, or target, PCPI prior to export 
ing the target PCPI to one or more clients. 
Once the target PCPI has been generated, the transfer 

request is deemed to have completed and the transferred data 
is accessible by the clients of the backup storage system. 
Additionally, once the target PCPI has been generated, the 
backup management module alerts the data deduplication 
module to begin deduplication of the data contained within 
the target PCPI. The data deduplication module performs a 
deduplication procedure by identifying and removing identi 
cal blocks of data until only one of the identical blocks of data 
is retained. Once the deduplication procedure has completed, 
the active ?le system of the backup storage system has been 
deduplicated, however, the exported target PCPI remains un 
deduplicated. In response, the backup management module 
generates and exports a revised target PCPI. The previous 
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4 
target PCPI may then be deleted, thereby transitioning the 
exported PCPI’s image of the state of the ?le system to a 
deduplicated state. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The above and further advantages of the invention may be 
better understood by referring to the following description in 
conjunction with the accompanying drawings in which like 
reference numerals indicate identical or functionally similar 
elements: 

FIG. 1 is a schematic block diagram of a storage system 
environment in accordance with an embodiment of the 
present invention; 

FIG. 2 is a schematic block diagram of an exemplary stor 
age operating system executing on a storage system in accor 
dance with an embodiment of the present invention; 

FIG. 3 is a schematic block diagram of an exemplary inode 
in accordance with an embodiment of the present invention; 

FIG. 4 is a schematic block diagram of the exemplary inode 
buffer tree in accoris dance with an embodiment of the 
present invention; 

FIG. 5 is a schematic block diagram of an exemplary inode 
buffer tree showing the generation of a persistent consistency 
point image (PCPI) inode in accordance with an embodiment 
of the present invention; 

FIG. 6 is a schematic block diagram of an exemplary inode 
buffer tree showing a newly generated buffer tree in response 
to write data in accordance with an embodiment of the present 

invention; 
FIG. 7 is a schematic block diagram of an exemplary des 

tination volume illustrating coalescing of multiple backup 
clients’ ?le systems to a single destination volume in accor 
dance with an embodiment of the present invention; 

FIG. 8 is a ?owchart detailing the steps of a procedure for 
data deduplication for a storage system utilizing PCPIs in 
accordance with an embodiment of the present invention; 

FIG. 9 is a diagram illustrating data deduplication of a 
storage system utilizing PCPIs in accordance with an 
embodiment of the present invention; 

FIG. 10 is a diagram illustrating data deduplication in a 
storage system utilizing PCPIs when a second transfer begins 
before the completion of a ?rst deduplication procedure in 
accordance with an embodiment of the present invention; 

FIG. 11 is a ?owchart detailing the steps of a procedure for 
performing data deco duplication a storage system utilizing 
PCPIs in accordance with an embodiment of present inven 

tion; 
FIG. 12 is a diagram illustrating data deduplication in a 

storage system utilizing PCPIs in accordance with embodi 
ment of the present invention; 

FIG. 13 is a diagram illustrating data deduplication in a 
system utilizing PCPIs in is accordance with an embodiment 
of the present invention; and 

FIG. 14 is a diagram illustrating data deduplication in a 
storage system utilizing PCPIs in accordance with an 
embodiment of the present invention. 

DETAILED DESCRIPTION OF AN 
ILLUSTRATIVE EMBODIMENT 

A. Storage System Environment 
FIG. 1 is a schematic block diagram of an environment 100 

including a storage system 120 that may be advantageously 
used with the present invention. The storage system is a 
computer that provides storage service relating to the organi 
zation of information on storage devices, such as disks 130 of 
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a disk array 160. The storage system 120 comprises a proces 
sor 122, a memory 124, a network adapter 126, a non-volatile 
random access memory (NVRAM) 129 and a storage adapter 
128 interconnected by a system bus 125. The storage system 
120 also includes a storage operating system 200 that prefer 
ably implements a high-level module, such as a ?le system, to 
logically organize the information as a hierarchical structure 
of directories, ?les and special types of ?les called virtual 
disks (hereinafter “blocks”) on the disks. 

In the illustrative embodiment, the memory 124 comprises 
storage locations that are addressable by the processor and 
adapters for storing software program code. A portion of the 
memory may be further organized as a “buffer cache” 170 for 
storing data structures associated with the present invention. 
Additionally the NVRAM 129 may be utilized for storing 
changes to the ?le system between consistency points. The 
processor and adapters may, in turn, comprise processing 
elements and/or logic circuitry con?gured to execute the soft 
ware code and manipulate the data structures. Storage oper 
ating system 200, portions of which are typically resident in 
memory and executed by the processing elements, function 
ally organizes the system 120 by, inter alia, invoking storage 
operations executed by the storage system. It will be apparent 
to those skilled in the art that is other processing and memory 
means, including various computer readable media, may be 
used for storing and executing program instructions pertain 
ing to the inventive technique described herein. 

The network adapter 126 comprises the mechanical, elec 
trical and signaling circuitry needed to connect the storage 
system 120 to a client 110 over a computer network 140, 
which may comprise a point-to-point connection or a shared 
medium, such as a local area network. lllustratively, the com 
puter network 140 may be embodied as an Ethernet network 
or a Fibre Channel (FC) network. The client 110 may com 
municate with the storage system over network 140 by 
exchanging discrete frames or packets 150 of data according 
to pre-de?ned protocols, such as the Transmission Control 
Protocol/Internet Protocol (TCP/IP). 

The client 110 may be a general-purpose computer con?g 
ured to execute applications or, as illustratively described 
herein, may comprise a storage system that utilizes the stor 
age system 120 for backup operations (i.e., as a backup stor 
age system). That is, in an illustrative embodiment of the 
present invention, the backup storage system 120 may func 
tion as backup server to store backups/mirrors for archival 
purposes. Such a use is further described in the above-incor 
porated US. patent application entitled SYSTEM AND 
METHOD FOR MANAGING A PLURALITY OF SNAP 
SHOTS. 
The client 110 (or source storage system) may interact with 

the backup storage system 120 in accordance with a client/ 
server model of information delivery. That is, the client may 
request the services of the storage system, and the system may 
return the results of the services requested by the client, by 
exchanging packets 150 over the network 140. The clients 
may issue packets including ?le-based access protocols, such 
as the Common Internet File System (CIFS) protocol or Net 
work File System (NFS) protocol, over TCP/IP when access 
ing information in the form of ?les and directories. Alterna 
tively, the client may issue packets including block-based 
access protocols, such as the Small Computer Systems Inter 
face (SCSI) protocol encapsulated over TCP (iSCSI) and 
SCSI encapsulated over Fibre Channel (FCP), when access 
ing information in the form of blocks. 

is The storage adapter 128 cooperates with the storage 
operating system 200 executing on the system 120 to access 
information requested by a user (or client). The information 
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6 
may be stored on any type of attached array of writable 
storage device media such as video tape, optical, DVD, mag 
netic tape, bubble memory, electronic random access 
memory, micro-electro mechanical and any other similar 
media adapted to store information, including data and parity 
information. However, as illustratively described herein, the 
information is preferably stored on the disks 130, such as 
HDD and/or DASD, of array 160. The storage adapter 
includes input/output (I/O) interface circuitry that couples to 
the disks over an I/O interconnect arrangement, such as a 
conventional highperformance, FC serial link topology. 

Storage of information on array 160 is preferably imple 
mented as one or more storage “volumes” that comprise a 
collection of physical storage disks 130 cooperating to de?ne 
an overall logical arrangement of volume block number (vbn) 
space on the volume(s). Each logical volume is generally, 
although not necessarily, associated with its own ?le system. 
The disks within a logical volume/?le system are typically 
organized as one or more groups, wherein each group may be 
operated as a Redundant Array of Independent (or Inexpen 
sive) Disks (RAID). Most RAID implementations, such as a 
RAID-4 level implementation, enhance the reliability/integ 
rity of data storage through the redundant writing of data 
“stripes” across a given number of physical disks in the RAID 
group, and the appropriate storing of parity information with 
respect to the striped data. An illustrative example of a RAID 
implementation is a RAID-4 level implementation, although 
it should be understood that other types and levels of RAID 
implementations may be used in accordance with the inven 
tive principles described herein. 

B. Storage Operating System 
To facilitate access to the disks 130, the storage operating 

system 200 implements a write-anywhere ?le system that 
cooperates with virtualization modules to “virtualize” the 
storage space provided by disks 130. The ?le system logically 
organizes the information as a hierarchical structure of named 
directories and ?les on the disks. Each “ondisk” ?le may be 
implemented as set of disk blocks con?gured to store infor 
mation, such is as data, whereas the directory may be imple 
mented as a specially formatted ?le in which names and links 
to other ?les and directories are stored. The virtualization 
modules allow the ?le system to further logically organize 
information as a hierarchical structure of blocks on the disks 

that are exported as named logical unit numbers (luns). 
In the illustrative embodiment, the storage operating sys 

tem is preferably the NetApp® Data ONTAP® operating 
system available from Network Appliance, Inc., Sunnyvale, 
Calif. that implements a Write Anywhere File Layout 
(WAFL®) ?le system. However, it is expressly contemplated 
that any appropriate storage operating system may be 
enhanced for use in accordance with the inventive principles 
described herein. As such, where the term “Data ONTAP” is 
employed, it should be taken broadly to refer to any storage 
operating system that is otherwise adaptable to the teachings 
of this invention. 

FIG. 2 is a schematic block diagram of the storage operat 
ing system 200 that may be advantageously used with the 
present invention. The storage operating system comprises a 
series of software layers organized to form an integrated 
network protocol stack or, more generally, a multi-protocol 
engine that provides data paths for clients to access informa 
tion stored on the storage system using block and ?le access 
protocols. The protocol stack includes a media access layer 
210 of network drivers (e.g., gigabit Ethernet drivers) that 
interfaces to network protocol layers, such as the IP layer 512 
and its supporting transport mechanisms, the TCP layer 214 
and the User Datagram Protocol (UDP) layer 216. A ?le 


















